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Stick to the basics

● Some theory
● Tools
● Hands-on



  

Pasi Hakkarainen
● Teacher at the moment
● Learned reverse from internet by myself
● Reverse engineering experience about > 1 year

– Nixu challenge

– HTB

– Some email malware

– Web -injections



  

Example



  



  

Tools
● IDA

– the world's smartest and most feature-full 
disassembler, 

● DnSpy
– dnSpy is a debugger and .NET assembly 

editor.

● Ollydbg
– OllyDbg is a 32-bit assembler level analysing 

debugger for Microsoft® Windows®

● Android studio
– Android Studio provides the fastest tools for 

building apps on Android device.



  

Tools

● Edb-debug
– edb is a cross platform AArch32/x86/x86-64 

debugger.

● file, strings, gdb, objdump, xxd, binwalk
– Linux 

● Apktool, jd-gui
– Linux



  

Skills

Programming
● C
● Assembly

– push ebp

– cmp eax, 10h

– jne 0805ff66

● Scripting
– linux, python, perl etc.

https://www.tutorialspoint.com/assembly_programming/#


  

Skills
● How computer works

– Process, memory, registery, 
stack

● Data formats
– Binary 00010011

– Hex 10h 

– Hex to Ascii   50 61 48 61 0a

● Buffer overflow
– Strings and buffer overflow

– Buffer overflow exploit

https://unicode-table.com/en/
http://www.informit.com/articles/article.aspx?p=2036582&seqNum=3
https://dhavalkapil.com/blogs/Buffer-Overflow-Exploit/


  

Exercise: Simple reversing

● https://pastebin.com/88DMtBGr
● wget https://pastebin.com/raw/88DMtBGr
● base64 -di 88DMtBGr > simple
● chmod 700 simple
● ./simple

– Enter passnumber: 

● Not working? Is the binary broken?
● wc -c 88DMtBGr

– 22882

https://pastebin.com/88DMtBGr


  

Basic research
● Identify the file

– PE, portable executable

– ELF, Executable and Linkable Format

– Bits 32/64

– Little-endian/big-endian
● File, objdump -f, binwalk -B

● Strings

● ./ (you should not run malware)



  

Basic reverse

● Ida64

– Read the flag

– Search and calculate "salanumero"

● Edb-debugger

– Change jump condition je

– Change register, stack or flag Z

– Read the value
● Register
● stack



  

Assembly

● Assembly Programming Tutorial

https://www.tutorialspoint.com/assembly_programming/


  

C



  



  

Where to start

● Nixu challenge
● Hackthebox
● Jysec challenge:
● https://pastebin.com/qfYWaDWP
● Wget https://pastebin.com/raw/qfYWaDWP
● Base64 -di qfYWaDWP > target
● Chmod 700 target 

https://pastebin.com/qfYWaDWP
https://pastebin.com/raw/qfYWaDWP


  

XOR EAX, EAX
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